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6.3.2 MANAGING HEALTH RECORD ACCESS TO 

PROTECTED HEALTH INFORMATION PROCEDURE 
Attachments: Yes  No  

 

I. PROCEDURE OVERVIEW 

California Correctional Health Care Services Health Information Management (HIM) shall 

ensure patient health information is available when needed by clinicians and others who have 

authorized access. Patient health records provide a chronological account of a patient’s 

examinations and treatments, and shall be maintained in such a manner which supports the 

continuity of care.   

 

II. RESPONSIBILITIES 

Under the direction of the Deputy Director, Medical Services:  

A. HIM Headquarters staff, Institution Health Records staff, and Health Record Center staff 

are responsible for allowing access to Protected Health Information (PHI) within the 

health record.  

B. HIM Headquarters staff are responsible for reviewing requests from all external entities 

for access to the health record in accordance with Information Security Office (ISO) 

mandates.   

 

III. PROCEDURE  

A. Provisioning Staff Access to PHI 

The requestor shall complete and submit the following forms to the local Information 

Technology: 

1. Clinical or System Access Request Form 

2. Security Awareness Understanding Form 

B. Provisioning Non-staff Access to PHI 

The requestor shall complete and submit the following forms to headquarters HIM: 

1. Clinical or System Access Request Form 

2. Security Awareness Understanding Form 

C. Provisioning Level Groups 

1. eViewer 

Based on the viewer’s provisioning level, the following access may be granted or 

revoked by local health care administration: 

a. Level Zero: View and save documents; no printing. 

b. Level One: View documents only. 

c. Level Two: View and print documents. 

d. Level Three: 

1) View, print, save, and mash-up documents (granted by headquarters HIM), or 

2) View, print, save, mash-up documents, and Exception Processing Team 

(granted by headquarters HIM). 
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2. Scanning 

Provisioning shall be granted based on classification and in accordance with ISO 

mandates. 
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